
 
  

 
   

  
 

    
 

   
 

   
   

 
 

 
 

  
  

    
  

  

 
  

 
 
 

agree to the Financial 
Information System for 
California's System Use and 
Privacy Policy 

This is a State of California computer system, 
which rnay be accessed and used only for 
offic ial Government business by authorized 
personnel. You are advised to read the ):iiiiiiicy 
):itjii~j regarding the personally identifiable 
information that we collec~ maintain, and use. 
Unauthorized access or use of the computer 
system rnay subject violators to criminal, civil, 
and/or administrative action in compliance with 
federa l and state laws, regu lations and policies. 
All information on this computer system may be 
intercepted, recorded, read, copied and 
disc losed by and to authorized personnel for 
offic ial purposes, inc luding criminal 
investigations. Access or use of this computer 
system by any person whether authorized or 
unauthorized constitutes consent to these 
terms. 
Click to view full Privacy Policy 

Sign In: 

Please sign in with your Department e-mail address. 

Username: 

I Continue 

Where do I enter my password? 

Register 
Track Registration 

Post-Upgrade Login Help Guide 
Last Updated: 7/22/2016 

Purpose: This document describes changes to the sign-in process that existing FI$Cal users will 
experience after the release of the system upgrade on 7/26/16. 

Note: The changes described in this document do not apply to the direct log in to Hyperion. 

Summary: As part of the upgrade of the FI$Cal system existing FI$Cal users will experience some 
changes to the sign-in process.  Users will notice that the password prompt is grey instead of displaying 
the personalized graphic they would see prior to the upgrade.  Users will be asked to complete a one-
time refresh of their personalized graphic and security questions upon log-in but will be allowed to skip 
this process up to five times.   

User ID and password have not changed for existing users as a result of the upgrade. 

Step-by-Step  Guide 

1. The initial sign-on screen will be unchanged after the upgrade.  Enter your username and click 
"Continue". 



   
 

  

 
  
  
  

ign In: 

Please use this secure TextPad to enter your pasS\vord • 

• 
Password: 

I .. .. .. • -... 
~ ·~Ii .11.i 

' {enter} 
,._ 

What's this? 

Forgot your password? 

2. The password prompt will have changed to the grey image below.  Type your existing password 
and click "enter". 



   
      

 
  

 
  
  

New Security Profi le 

Setting up your new security profile enhances your online protectioo . 
It adds new layers of security to your accoont by helping us identify you and will help you identify our site. 

Security Image and Phrase 

Enhanced data security 
Your new persoria lized security devices will help safeguard your ident ity and personal information while you are on the A $cal application. I nformation you enter is protected 
from many of the security threats out there today. At the same time the image, phraSJe and date are proof that you are on our official site . 

Security Questions and Answers 

Additional layer of security 
You will register three security questions to add another layer of security. During subsequent visits, we will ask you to answer one of these questions correctly using your 
pe,sonalized device if a situation seems risky. These questions and answers .should be kept secret j ust like your password. 

Contact Infonnation 

One t ime password (OTP) 
We may use your contact informat ion to confirm your identity with a one time password when extra safety is needed. 

If you decide not to complete registration at th is time d ick >> I Skip 

To register your security profile now>> I Continue 

3. Next, you will be asked to refresh your security profile.  You may choose to complete your new 
profile or skip and go straight into the application.  The system will allow you to skip up to five 
times and then you will be required to set up your new profile. 



  
 

   

  

 
  
  

ur Security Device 

This is your personalized virtual authentication device, 
From now on, never enter your password unless you see this exact device,, 

◄111-- Your personal security image 

~ cordial chickens 
◄111-- Your personal security phrase 

Learn more about your device 

Get a new image and phrase 

Upgrade to a higher security device 

To accept this security device, image and phrase, click >> I Continue 

4. When you chose to set up your profile, you will be asked to select a security device.  This device 
consists of an image and phrase that is personalized to you.  Click "Continue" to accept the device 
provided or click "Get a new image and phrase" as needed to cycle through available devices to 
find one that suits you.    



   
   
 

  

 
  
 

  
  

 
 

Security Questions 

We will use your secLrity questions and answers to confirm your identity at times when extra safety is needed. 

Questions (Choose a question from each list below.) Answers 

2) I Seled One L 
3) I Sele<:t One 

\. positive ravens 

OTP Anywhere Registration 

for your protection please enter your e-mail address so we may use it to verify your identity in the future. 

Email Address derek.salzman@fiscal.ca.gov ] * 

~ I ag~ to the financial Information System for Ca lifornia 's System Use 
and Privacy Policy * 

This is a state of california computer system, which may be accessed and used only for 
official Government business by autho<ized personnel. You are advised to read the 
Privacy Policy regarding the personaDy identifiable information that we collect, 
maint,in, and use. Unauthorized access or use of the computer system may subject 
violators to criminal, civil, and/or administrative action in compliance with federal and 
state laws, regulations and policies. All infomia!ion on this computer system may be 
intercepted, recorded, read, copied and disclosed by and to authorized personnel for 
official purposes, including criminal investigations. Access or use of this computer 
system by any person whether authorized or unauthorized constitutes consent to these 
tenns. 
Click to view fuD Privacy Policy 

Continue II 

5. After selecting your security device you will be prompted to establish three security questions. 
These security questions can be used to identify you for the purpose of self-service password 
resets. 

6. To complete the registration process, accept the FI$Cal Privacy Policy and click "Continue". 
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