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How to Log into FI$Cal 5.0
Supplemental Job Aid

Date: 07/27/2016

Revision History:

Date Version Location Update Description
08/06/15 1.0 Pg. 14, Step 3 | Deleted quotation marks around the word,
Header.

Updated to reflect changes in functionality
07/27/2016 5.0 Entire Job Aid | and appearances.

Target Audience: All New FI$Cal Users

Purpose: This Supplemental Job Aid provides new FI$Cal users the steps required to
log into FI$Cal. The steps to log into FI$Cal slightly differ when you first attempt to log in
(by establishing your FI$Cal account profile), versus when you subsequently log in
during future visits.

You will be required to update your password and identify security questions/answers
the first time you log into FI$Cal.

There are three distinct parts to this job aid:

» Part 1: Getting Started (Initial Notifications & Important Reminders)
» Part 2: How to Log into FI$Cal (Initial Account Profile Registration)
» Part 3: How to Log into FI$Cal (Ongoing)
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Part 1. Getting Started (Initial Notifications & Important Reminders)

If you are identified as a FI$Cal user, you will receive an email notification informing you
to complete your FI$Cal account profile. This account profile enables you to access all
tools and applications accessible within the FI$Cal portal. Users should look for an
email with the following details:

From: donotreply@fiscal.ca.gov

Subject: For Your Action — FI$Cal Password Communication

Message: Communication will include the end user’'s randomly generated one-time
password and instructions to access FI$Cal and immediately reset the password.

Important Reminders:
For all FI$Cal-related activities, Internet Explorer (IE) is the recommended browser.

Note: For details on the supported IE browser versions and other browser compatibility,
please refer to the FI$Cal Service Center (FSC) End User Workstation Configuration
Guide.

End-User Workstation Configuration Guide

FI$Cal End-User Training was delivered prior to the Release.
Department users received training based on their FI$Cal Training Role(s). FI$Cal
Training Role(s) are based on what level of access you are granted in FI$Cal.

Contact your Training Liaison and/or supervisor if you require additional training, support,
or are unsure of your roles and responsibilities within FI$Cal.

All training materials can be accessed 24-7 via the FI$Cal Training Academy (FTA).

You must have a FTA username and password in order to access FI$Cal Training
courses available to you (based on your FI$Cal Training Role(s)).
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Link to the University of FI$Cal: University of FI$Cal

FI$Cal login credentials (login details and temporary passwords) will be provided to
users via email on December 8. The email address from which you will receive this

email is: donotreply@fiscal.ca.gov.

The temporary password provided to you in this introductory email must be changed
when you initially log into FI$Cal to complete your FI$Cal account profile.

Refer to the following section of this Job Aid to learn about the initial email provided to
you: Part 1: Getting Started: Initial Notifications and Important Reminders.
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Part 2: How to Log into FI$Cal (Initial Account Profile Registration)

This process should be followed when you have yet to complete your FI$Cal account
profile.

Step 1: Enter www.fiscal.ca.gov in the address bar (location bar) of your web browser.

Step 2: From the FI$Cal home page, click the ACCESS FI$CAL tab.
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Step 4: The sign on page for the FI$Cal Portal will display. The FI$Cal Portal provides a
single sign-on for accessing all FI$Cal applications. By default, verbiage surrounding the
FI$Cal Use and Privacy Policy will display in a hovering pop-up window. Carefully
review the Use and Privacy Policy.

Note: The FI$Cal Use and Privacy Policy will always display before you are able to log
into FI$Cal using your credentials. The Sign In window will not be active until you agree
to the FI$Cal Use and Privacy Policy.

g
1 agies b i Financial v e g 1 a
ETedmation Sy ehem bof

Caddornia’s System Use and

Privacy Policy
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Step 5: Click the “Agree” button within the hovering pop-up window to accept FI$Cal's

Use and Privacy Policy.

Ff“_ﬂl
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Step 6: Once you click the Agree button, the main Sign In page for FI$Cal becomes
active and can be selected.
Within the Username field, enter your full State of California-issued email address.

Note: The email address you enter is your Department-specific email address.

Sign In:
Please sigh in with your Department el address.

Username;

Step 7: Once you enter your State of California-issued email address in the Username
field, click the Continue button.

ﬁg:al

Sign In:
Pleast sign in with vour Depactrent e-mail addresi.

Usermsme; I

| — |
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Step 8: Once you click the Continue button, the page will automatically refresh and
display a second Sign In page where you must enter your temporary password in the
Password field.

The temporary password is found in the initial email sent to your State of California
issued email address.

Note: The temporary password provided to you may only be used once — during the
initial process of completing your FI$Cal account profile. You will be automatically
prompted to update your password on a subsequent page as you complete your FI$Cal
account profile.

sign In:
Phearse wse this seoere TextFad to enter your passeond.
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Step 9: Once you enter your temporary password in the Password field, click the enter
button.

Sign In:
Flease use this seoune TextPad to enter your passeond.
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Step 10: The Reset Your Password page displays. This page will prompt you to
update your temporary password with a more permanent password.

ﬁg:nr

Reset Your Password
Plheage enter your old passwand and new passmond bvice om the TextPad.

A valid paszevord must meet all of the folloewsng conditions:
» Paawword mant not match or contsin frst mams.
= Paawegdt st rob rabch oF oostaen, lest s,
& Paddvesrd st contes ot adl 1 aphanomecs chsfctai).
= Fuawword mast be st leset § charscten(s) long.
& Padgeendd gt oot b least 1 lvsaicade lethis(s).
= Puagvesd munt conter st lmaat 1 numees chassctec(a)L
= Paawwcrd most contain st lsast 1 wpecal charscier(s).
* Faamwond mast conteie Bt beast 1 uppercase bethes).
= Pudgvesrd mesit not ba or of 12 Sreoa padavecrndi.
* Faawword must not match or contan uper 0.

Ol Password i fo wrtwr
New Password T o o
{Lonfirm Mew Password dhick o antwr
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Step 11: Re-enter your temporary password in the Password field displayed on the
right side of the Reset Your Password page. The following text will be highlighted in

grey:
Old Password click to enter
Note: On the Reset Your Password page, be mindful of the grey arrow pointing

towards the Password graphic. The grey arrow will indicate which password you are
entering or updating.

The grey arrow will progress downward as you proceed with entering a new password,
and subsequently confirm that new password.

’lt}ld Password dlick to enter | _
MNew Password dick to enter Paszwaord:
Confirm New Password click to enter I
At
-
-1
&
g
20T

Once you have successfully entered your temporary password in the Password field,
click the enter button.

Note: Review the password length and complexity requirements outlined in the top
portion of the Reset Your Password page.
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Reset Your Password
Please enter your old password and new password twice on the TextPad.

A valid password must meet all of the following conditions:

* Password must not match or contain first name.

* Password must not match or contain last name.

* Password must contain at least 1 alphanumeric character(s).

+ Password must be at least 8 character(s) long.

+ Password must contain at least 1 lowercase letter(s).

+ Password must contain at least 1 numeric character(s).
Pagsword must contain at least 1 speaial character(s).
Pagsword must contain at least 1 uppercase letter(s).
Password must not be one of 12 previous passwords.
Password must not match or contain user ID.

Old Password olick to enter

New Password click w0 enter Passuword:

Confirm New Password dlick o anter
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Step 12: Once you have accurately entered your temporary password, the grey arrow
will proceed to highlight the second required entry, the New Password field.

Enter your new password in the Password field displayed on the right side of the Reset
Your Password page. The following text will be highlighted in grey:

New Password click to enter

Note: On the Reset Your Password page, be mindful of the grey arrow pointing
towards the Password graphic. The grey arrow will indicate which password you are
entering or updating.

Reset Your Password
Please enter vour old password and new password twice on the TextPad.

A valid password must meet all of the following conditions:
* Password must not match or conkain first name.
+ Password must not match or contain last name.
* Password must contain at least 1 alphanumeric character(s).
+ Password must be at least 8 character(s) long.
+ Password must contain at least 1 lowercase letter(s).
+ Password must contain at least 1 numeric character(s),
+ Password must contain at least 1 special character(s).
+ Password must contain at least 1 uppercase letter(s).
« Password must not be one of 12 previous passwaords.
+ Pagsword must not match or contain user 1D,

Old Password .
New Password click to entar I Pazzuard: |
Confirm New Password click to entar
_:'\
=Y
‘ &
gy |
1 |
11 i I
ﬂlﬂ B’ ﬁ.‘

i

| enter

Once you have successfully entered your new password in the Password field, click the
enter button.
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Step 13: Once you have accurately entered your new password, the grey arrow will
proceed to highlight the third required entry, the Confirm New Password field.

Re-enter your new password in the Password field displayed on the right side of the
Reset Your Password page. The following text will be highlighted in grey:

Confirm New Password click to enter

Note: On the Reset Your Password page, be mindful of the grey arrow pointing
towards the Password graphic. The grey arrow will indicate which password you are
entering or updating.

Reset Your Password
Please enter your old password and new password twice on the TextPad.

A valid password must meet all of the following conditions:
* Pacsword must not match or contain first name.,
+ Password must not match or contain last name.
* Password must contain at least L alphanumeric character(s).
* Password must be at least § character(s) long.
+ Password must contain at least 1 lowercass letter(s).
+ Password must contain at least 1 numeric character(s).
+ Password must contain ak least 1 special charactar(s).
+ Password must contain ak least 1 uppercasa lethar(s),
* Password must not be one of 12 previous passwords,
+ Password must not match or contain user 1D,

Old Password i .
MNew Password Pazzuord: '
I Confirm New Password click to enter
t\
i
59
| ey
i 2 3
| C T s '

Once you have successfully re-entered your new password in the Password field, click
the enter button.
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Step 14: Once you have accurately entered your temporary and new passwords
(twice), the page will automatically refresh with the Your New Security Profile page.

Review the details presented on this page.

Once you have fully reviewed all details presented on the Your New Security Profile
page, select the Continue button.

Note: Selecting the Skip button will prevent you from completing your FI$Cal account
profile, and limit your ability to access FI$Cal tools and applications.

FIsCal
| Header I

Your New Sacurity Profile

Setting up your new seorky profle eshances yvour online profechion.
It adds new layers of sacunty bo your acoount by helpieg ws dentify you sndl will Belp you idenbify owr site.

Sacurity Image and Phrasa

Emhanced data securnity
Your new personakzed securty devices wall help safeguand wour idenbity and personal infrrmation while you mre on the FISCal spplcation. Information yoa enter i protected froe
sy of thee sarurity theeats out there boday. At the same time the image, phrase and date sre proof that you are on our officisl site.

Security Questions and Answers

Addetional layer of security
You vill register three seourty guestons by add ancther Layer of sscunty. During subsegueent vissts, we will ack you to answer one of these questions cormecly using your
personalized device if a sRuation seems risky, These questions and answers should be kept secret just bke your password.

Contact Information

Ome tinme paseword (OTP)
Vi mary U your contact information to cenfirm your idestity with & one tirme password whin esira saliety i netded.

| 1f you decide not to complete registration at this time dick >> | sk

To register your security profile now >> | Cosinus
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Step 15: Once you click the Continue button, the page will automatically refresh with

the Your Security Device page.

Review the details presented on this page to select your personal security image and
personal security phrase. You may not change or customize your personal security

image or personal security phrase after the initial setup.

Note: Moving forward, before you enter your FI$Cal password, always ensure the
personal security image and personal security phrase are correct. The personal
security image and personal security phrase ensure you are securely and safely

logging into FI$Cal tools and applications.

Your Security Device

This is your personalized virtual authentication device.
From now on, never enter your password unless you see this exact device.

i Y our personal security image

|
[L rainy hens

5 il gur personal security phrase

Learn more about your device
Get a new image and phrase

Upgrade to a higher security device

To accent this security device, image and phrase, click >>

FI$Cal.162 — How to Log into FI$Cal 5.0
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Step 16: Once you have selected a personal security image and personal security
phrase, click the Continue button.
Your Security Device

This is your personalized virtual authentication device,
From now on, never enter your password unless you see this exact device.

.'.I_:‘_ags_u.l-:-rd:

i

¥ 7 asante g e peTy

| rainy heng ’
Mo i <= Your personal security phrase

Learn more about your device
Get a mew image and phrase

Uparade to a higher security device

To accent this security device, image and phrase, click >
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Step 17: Once you click the Continue button, the page will automatically refresh and
display the Security Questions page.

Proceed with selecting three distinct security questions within the Questions lists
displayed next to the numerical values of 1), 2), and 3).

Answers for each security question must be entered in the Answer field displayed on
the right side of the Security Questions page.

» Select a distinct question for Question 1), followed by entering its answer in the
Answer field. Click the enter button.
» Select a distinct question for Question 2), followed by entering its answer in the
Answer field. Click the enter button.
» Select a distinct question for Question 3), followed by entering its answer in the
Answer field. Click the enter button.
Note: Answers are case-sensitive.

Security Questions

We will use your security guestions and answers to confirm your identity at times when extra safety is needed.

Questions (Choose a question from each list below.) Answers
1) | What color was your first car? E| =
E =
2) | What is your favorite style of music? E|I
3) | What was the first foreign country you visited? E||

|
| rairg hens
oy

Note: On the Security Questions page, be mindful of the grey arrow pointing towards
the Answers graphic. The grey arrow will indicate which answer you are entering or
updating, in relation to the security question you have currently selected to answer.

FI$Cal.162 — How to Log into FI$Cal 5.0
Updated 07/27/2016 Page 19 of 29



FISCal'\

One state. One system.

Step 18: Once you click the enter button for the third question, the page will
automatically refresh and display the OTP Anywhere Registration page.

Review the details presented on this page.

Note: The Email Address will automatically populate and cannot be changed.

FISCal |

OTP Anywhere Registration
For your protechon plesss enter your e-mal sddress so we may use £ o verify your identity in the future,

Ermsil Addrezs

1 agree to the Finamcal Informatien System for Califarnia’s System Use
and Privacy Policy *

Thiz is o Siabe of Cabformia commpuber system, which may be socessed ad used anky for
olficial Geetnment busingss by suthorized permannel, You ane sdvised o read the
Prevacy Policy regardinsg e personaly identfiable information that we coliect,
maatin, ind yie, Unasuthsrbed aoteit or uie of the dsmpuler pyitem may iubject
witlators by criminal, civill, andior adminisirative actica in comal withy federal and
#ate by, reguisbions snd polities. Al information on the compuler fyitess may be
intercephed, recorded, read, copied asd dischased by and b authorized personsel for
offcial purposes, including criminal imvestigabions. Arcess or use of this compuber
Fystem by afy persan whether suthonized or vasutherred constiules cosdent bo these
tEms.

Chck bo wiew full Privacy Polcy
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Step 19: Once you have reviewed the OTP Anywhere Registration page, click the
checkbox next to statement:

“| agree to the Financial Information System of California’s System Use and Privacy
Policy”

OTP Anywhere Registration

For your protection please enter your e-mail address so we may use it to verify your identity in the future.
Email Address | -5 o0 fiscal ca_go *

m I agree to the Finandial Information System for California’s System Use
and Privacy Policy

This is a State of California computer system, which may be accessed and used only for
official Government business by authorized personnel. You are advised to read the
Privacy Policy regarding the personally identifiable information that we collect,
maintain, and use. Unauthorized access or use of the computer system may subjact
violators to criminal, civil, and/or administrative action in compliance with federal and
state laws, regulations and policies. All information on this computer system may be
intercepted, recorded, read, copied and disclosed by and to authorized personnel for
official purposes, including criminal investigations. Access or use of this computer
system by any person whether authorized or unauthorized constitutes consent to these
terms.

Click to view full Privacy Policy
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Step 20: Click the Continue button.

OTP Anywhere Registration
For your protection please enter your &-mai address so we may use it to verify your identity in the future,

Email Address i '

J 1 agree to the Financial Information System for California’s System Use
and Privacy Policy *

This is a State of California computer system, which may be accessed and used only for
official Government business by authorized personnel. You are advised to read the
Privacy Policy regarding the personally identifiable information that we collect,
maintain, and use. Unauthorized access or use of the computer system may subject
violators to cnminal, cvil, and/or admirestratrve action in comphance with federal and
state laws, regulabons and policies. All information on this computer system may be
intercepted, recorded, read, copied and disclosed by and to authorized personnel for
official purposes, including criminal investigations. Access or use of this computer
system by any person whether authorized or unauthorized constitutes consent to these
terms.

Click to view full Privacy Policy

You have successfully completed your FI$Cal account profile registration!

For additional help with the steps required to complete your FI$Cal account
profile registration, please contact the FI$Cal Service Center at:

1-855-FISCALO ( 1-855-347-2250 )
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Part 3: How to Log into FI$Cal (Ongoing)

This process should be followed once you have successfully completed your FI$Cal
account profile.

Step 1: Enter www.fiscal.ca.gov in the address bar (location bar) of your web browser.

Step 2: From the FI$Cal home page, click the ACCESS FI$CAL tab.

Cal".

O state. One syniem

ABOUT MISCAL

Welcome to the Department of FISCal

The P FTFTTOS Sy HcTs Ny CasaTis [FIasan 6 & Bt Dnsieion DIoeCl I S govrmncsl n e
S1en O badgetng acisnbng) Pt el B0 Cash manegeTeel The Propel el prepers T sl pyslens ang
e e T e e E e ]
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Step 3: On the Access FI$Cal page, click the FI$Cal LOGIN button.

Note: It is the first button displayed in the middle of the page with the text “Access the
FI$Cal application” beneath it.

One state. Ouwe sysiem.

ABOUT FISCAL RESOURCES ACCESS FISCAL

Access FI3Cal

Wcom 10 ACCoss FISCal This pags provices you win access b e FISCal System. mantenancs ndormabion. a00ess 10 Waning. & access 10 I FSCa Senvics Canter
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Step 4: The sign on screens for the FI$Cal Portal will display. The FI$Cal Portal
provides a single sign-on for accessing all FI$Cal applications. By default, verbiage
surrounding the FI$Cal Use and Privacy Policy will display in a hovering pop-up
window. Carefully review the Use and Privacy Policy.

Note: The FI$Cal Use and Privacy Policy will always display before you are able to log
into FI$Cal using your credentials. The Sign In window will not be active until you agree
to the FI$Cal Use and Privacy Policy.

g B
Barmn i w x a mp—t o arme
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Step 5: Click the “Agree” button within the hovering pop-up window to accept FI$Cal's

Use and Privacy Policy.

Ff“_ﬂl
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| agree to the Financial
Information System for
California's System Use and
Privacy Policy

This is a State of Califormea computer system,
which may be sccessed and used only for
official Govemmant business by authorized
persamnel. You ane advised 1o read the Privacy
Policy regarding the personally idertifiable
information that we collect. maintain, and use
Unauthonzed access or use of the ¢ ompuler
system may subject viclators bo cominal, cnal,
andlor adrmenisirative action in compliance with
federal and state lzas, regulabons and
policies. All information on thes computer
system may ba intercepled, recorded, read.
copied and disclosed by and to authonzed
persomnel for official purposes, ncluding
crirmina investigabons Access or use of thes
compuier system by any person whether
authonzed or unauthonzed constitules consent
to thesse lams

Chick to view Tull Privacy Policy
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Step 6: Once you click the Agree button, the main Sign In page for FI$Cal becomes
active and can be selected.
Within the Username field, enter your full State of California-issued email address.

Note: The email address you enter is your Department-specific email address.

Sign In:
Plasse mgn in with your Departesent s-mal sddeess.

Step 7: Once you enter your State of California-issued email address in the Username
field, click the Continue button.

ﬁﬁ__‘al

Sign In:
Please sign in with vour Depaetment e-mad sddress.
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One state. One system.

Step 8: Once you click the Continue button, the page will automatically refresh and

display a second Sign In page where you must enter your password in the Password
field.

Note: Before you enter your FI$Cal password, ensure the personal security image
displayed is correct. You have been assigned a personal security phrase. The
personal security image and personal security phrase ensure you are securely and
safely logging into FI$Cal tools and applications.

Sign Im:

Please use this secure TextPad to enter your password.

. athletic bird
W

What's this?
Mot your image and phrase?
Forgot your password?
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One state. One system.

Step 9: Once you enter your password in the Password field, click the enter button.

F’fﬂ:uf

Sign In:
Plaine upe this secure TaxtPad 1o nber your password,
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One state. One system.

Step 10: Once you click the enter button, the FI$Cal Portal page will display. From the
FI$Cal Portal page, you can click the link for the FI$Cal application you want to access
from the Sign-On menu, e.g., PeopleSoft or Hyperion.

Note: You will only see the applications to which you have access. The FI$Cal Portal
will also provide information about FI$Cal's Maintenance Schedule and Service
Center for reference.

Fi$Cal gy e iy B

You have successfully logged into FI$Cal!

For additional help with the steps required to complete your FI$Cal account
profile registration, please contact the FI$Cal Service Center at:

1-855-FISCALO ( 1-855-347-2250 )
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